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INTRODUCTION

Ellipsis (“we,” “our,” “us”) is committed to protecting your privacy and ensuring the
security of personal information. This Privacy Policy explains how we collect, use,
share, and safeguard personal data in accordance with the NIST Privacy Framework
and applicable regulations such as GDPR, HIPAA, and CCPA (as applicable).

SCOPE

This policy applies to all personal data processed by Ellipsis through:
*  Websites and mobile applications
* Internal systems and data repositories
*  Third-party platforms and service providers

. Business operations and interactions
DEFINITIONS

. Personal Information (Pl): Any information that identifies, relates to, or can
reasonably be linked to an individual.

*  Processing: Any operation on PI, including collection, use, disclosure, storage,
and destruction.

*  Data Subject: The individual whose personal information is being processed.
DATA WE COLLECT

We may collect the following categories of personal data:

Category Examples
Identifiers Full name, email address, phone number
Demographics Date of birth, gender, nationality
Government IDs Social Security number, Driver’s License

Financial Information Payment details, bank account numbers
Technical Information IP address, browser type, login timestamps
Employment Data Résumés, job history, background checks
Health Information Only as required for compliance (HIPAA)
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PURPOSES OF DATA PROCESSING

Your data is used solely for legitimate business purposes, including:
* Delivering requested services and products
* Managing contracts and vendor relationships
*  Complying with regulatory and legal obligations
*  Improving our services and cybersecurity posture

e Conducting internal audits and risk assessments

Enforcing organizational policies

LEGAL BASIS FOR PROCESSING

We rely on one or more of the following legal bases:
e Consent
e Contract performance
* Legal obligations
* Legitimate interests

*  Public interest (for regulatory reporting)

DATA SHARING & DISCLOSURE

Ellipsis does not sell personal data. We may share data with:
*  Authorized employees and contractors
e Third-party service providers (under NDA and DPA)
*  Government or regulatory agencies (as required)
* Incident response teams and cybersecurity partners

All sharing is done with appropriate security and contractual safeguards, including Data
Protection Agreements (DPAs).
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DATA RETENTION

We retain personal data based on:
* Legal/regulatory requirements
* Business needs
* Data classification (as defined in our Data Classification Policy)

Data is securely destroyed using NIST SP 800-88 Rev. 1 media sanitization guidelines.

DATA SECURITY MEASURES

Ellipsis follows NIST SP 800-53 and 800-171 controls for data protection. Safeguards
include:

*  Encryption at rest and in transit (FIPS 140-2 compliant)

e Multi-factor authentication (MFA)

. Intrusion Detection/Prevention Systems (IDPS)

*  Regular vulnerability assessments and penetration testing
* Role-based access controls (RBAC)

»  Staff training and awareness campaigns

DATA SUBJECT RIGHTS

You may exercise the following rights (subject to applicable law):
* Right to Access
* Right to Rectification
* Right to Erasure (“Right to be Forgotten”)
*  Right to Restrict Processing
* Right to Object
* Right to Data Portability

To exercise your rights, contact: privacy@ellipsispr.com
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COOKIES & TRACKING TECHNOLOGIES

We use cookies and similar technologies for:
»  Site performance and analytics
*  Remembering user preferences
*  Enhancing user experience

Users may control cookies through browser settings or our cookie consent banner.
INTERNATIONAL DATA TRANSFERS

If data is transferred outside your jurisdiction, we implement standard contractual
clauses (SCCs) or other lawful mechanisms.

CHILDREN’S PRIVACY

Our services are not directed to individuals under 13 years of age. We do not knowingly
collect personal data from children.

POLICY UPDATES

We may update this policy periodically. Material changes will be communicated via
email or on our website.

CONTACT INFORMATION

For privacy-related inquiries or to report a concern:

Ellipsis Privacy Office

Email: privacy@ellipsispr.com & admin@ellipsispr.com

Phone: (787) 667-9373

Address: 1666 Avenida Juan Ponce De Ledn, San Juan 00909 Puerto Rico
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